
2.2.2 - OSINT

Presenter Notes
Presentation Notes
Lesson Plan Summary - Instruction / Activities
 
PPT: OSINT 
Reinforce that the key to effective social engineering / phishing is knowledge about the target.
Define term: OSINT – Open-Source Intelligence = use legal tools to gather free, public information.�This sounds like we are saying to do a Google search of the target.  That is an OSINT tool, but there are many more that should be used to complete recon on a target.
See notes in PPT to discuss the “gray area” of using OSINT from stolen sources.
Video gives students an idea of how intrusive it can be for strangers to be looking at your “private” online information.  2:47 minutes
Review each OSINT tool on slides 5 & 6.  Engage students to consider what could be found with each tool.  Example: Google Streetview and Satellite view could tell us what type of car the target drives? Multiple cars in the driveway may indicate teenagers in the family.   May be able to see that they have a pool or a playground set.
Activity: OSINT Report on Tony Stark – students will practice using OSINT tools.  They will complete a report on the target, Tony Stark by looking at mock online info in the OSINT Personal Data Challenge E-mate Activity.  See student worksheet and teacher answer key.

SEE LESSON PLAN for multi-day Phishing With Myself project to apply both phishing and OSINT concepts.




OSINT – Open-Source Intelligence Tools
• To create an effective phishing email, you need to gather 

information about the target
• i.e., perform reconnaissance about their life, their interests, their 

work, family, hobbies, schools, etc.

• Once you have gathered this info you can craft a scam email 
that will appeal to them personally.

• OSINT tools provide a simple, powerful way to gather publicly 
available information about people or companies.

Presenter Notes
Presentation Notes
So think about it – HOW do malicious actors gather information so that they can create effective emails that seem realistic and are perfectly targeted to the right individuals? One of their tools is to use OSINT – Open Source Intelligence – tools. The key with OSINT is to mine the Internet for publicly available information. No need to hack into anyone’s accounts because most people have a fairly deep online presence and most of that information is open to the public! 




OSINT Definition
• Any information that can be gathered from free, public sources about 

an individual or organization

• This information must be legally accessible by a member of the 
public. Examples are an Etsy review, tweets from an open Twitter 
account, posting about a home on Zillow,

• OSINT also includes information that has been leaked to the public 
and are available on the Internet. Examples are information 
published by Wikileaks.org or posts by data breach hackers.
Essentially, this is accessing information that someone else stole 
and posted publicly. Does that seem ethical?

Presenter Notes
Presentation Notes
In reviewing the OSINT definition, it’s helpful to emphasize these characteristics:
Free - if you have to pay a fee to get the information, then it isn’t OSINT
Public - it must be available to anyone.  If you need membership in an organization then it isn’t OSINT.  Example: if I want to find all the computer science teachers that belong to CSTA, I would need to become a member to get a list.  That’s not OSINT.
Legal - you cannot take any action to bypass controls that protect the information.  If you crack a password or use phishing to get credentials or hack into an organization’s database then you have broken the law.  
BUT there is a gray area of OSINT . . . if someone else steals information and posts it online publicly then technically that is OSINT.  Good chance to discuss ethical boundaries.  �If you are the police investigating a criminal, would it be ethical to use home address/phone info posted after a data breach?�If you are a marketer looking to sell video games to children, is it okay to use school data posted after a data breach?




What’s Online About You?

Presenter Notes
Presentation Notes
Short video to give students an idea of how intrusive it can be for strangers to be looking at your “private” online information.
Video: 2:47 minutes link: https://www.youtube.com/watch?v=YLWmjpPoJHk&ab_channel=BuzzFeedVideo




OSINT Tools
Google search - instead of John Doe - use “John Doe”

Try a different search engine! DuckDuckGo, Bing, or Dogpile

Google Maps Streetview and Satellite view

Google Reverse Image Search - with 1 photo of target

 Archive.org (aka the Wayback Machine) – even if data is no longer 
online, it may be available here.

 Social media sites – Facebook, Twitter, Pinterest, YouTube, 
Classmates, Instagram, Reddit – the target’s public profile may have 
a lot of information.

Presenter Notes
Presentation Notes
The obvious place to start is a plain Google Search for someone’s name BUT make sure to use proper search technique – John Doe will return information on John, on Doe, on John Doe.   Instead put your search term in quotations so that it returns information only on the full name, John Doe.  Encourage students to try different search engines besides Google as this will often produce different top results.

Ask the students what info do you think you could find from:
 - Google Streetview or Satellite view? (possible answers could be – what kind of car does the target drive? How many cars do they have – could indicate teenagers.  Do they have a pool? Etc.)
 - Google Reverse Image search – if you have a pretty good picture of the target, you can easily find websites that include photos of the target
 - Archive.org – old websites that are no longer online
 - Social media sites – many people post information and don’t restrict it to their friends

 




OSINT Tools
Spokeo: people search with addresses, phone numbers, family 

relationships

Real Estate – Zillow: cost of home, pictures (in & out), home 
description
 LinkedIn – for info about career & awards & contacts

Political affiliation – www.politicalmoneyline.com

Shopping - Amazon wish lists, gift registries

Presenter Notes
Presentation Notes
A LinkedIn search will not only show career information, but may also have information about the target’s business contacts.

During an election season, a spear-phishing campaign might target people who support one of the candidates or political parties.  

Shopping – it’s kind of fun to see what people have on their wish lists!

Contact info – how to find their phone number, kids, spouse, age, etc. – Pipl and Spokeo will usually give a good start on that info.

Real Estate – do they own a house? More than one house? Did they recently buy or sell – how much money was involved?  This info could help fine-tune a spear phishing concept.




Example OSINT
 The target is Tony Stark, a rich businessman. We want to gather 

info about his personal life so that we can spear phish him or 
find enough info to guess his password.

 The only thing we know to start with is his name and his town: 
Southfolk, VA.

 Let’s begin our OSINT search with Spokeo . . .

Presenter Notes
Presentation Notes
Let’s go through an example of how we can apply these tools for an Open Source Intelligence search. The activity for this lesson is an OSINT/Phishing project so this example will help them visualize how to approach their own OSINT investigation.

Starting with just the target’s name and town, we will begin looking for online public information about their personal life.




Activity – OSINT Report on Tony Stark

Presenter Notes
Presentation Notes
Students will practice using OSINT tools.  They will complete a report on the target, Tony Stark, by looking at mock online info in the OSINT Personal Data Challenge E-mate Activity. https://d2hie3dpn9wvbb.cloudfront.net/osint-pd/OSINT_PD_Challenge.html

See student worksheet and teacher answer key.  

Once students have completed their report, use Slide #9 to demonstrate how the OSINT info could be crafted into phishing emails.  If you have time you can use slides 9 - 13 to review what info is found in each OSINT item.



Possible phishing emails from this OSINT

Hi Tony,
I’m a realtor in your area and saw 
that your house was for sale a while 
ago. Does your family need more 
space? Are you looking to upscale? 
I have the perfect home!
Your kids will love the extra space 
with 7 bedrooms and the pool is ready 
for fun with a slide and cabana. Plus, 
you can keep the boat, it’s on the 
water!
Check out these pictures and call me 
for a walkthrough. It’s priced to sell!

Hi Tony,
I don’t know if you’ll remember me 
from when you lived in Malibu. Our kids 
were in pre-school together way back then! 
I saw you on Instagram with 
your adorable new puppy.
We recently moved to the Southfolk
area to open a Wag, Wash‘n Board
franchise. I’d love to connect again and 
meet your new furry family member.
Come on by! Here’s a coupon for a first 
grooming!

Presenter Notes
Presentation Notes
Now we have plenty of information to create some phishing emails to send Tony.
On the left we used the following info to craft the phish:  they want a bigger house, they need enough bedrooms for at least kids (plus a guest room), their previous house had a pool and a dock, probably want to stay close their area.  When you click on the pictures link it takes you to a Realtor.com article about online scams.�
On the right we used the following info to craft phish: they have a new puppy, they live in Southfolk, they used to live in Malibu, they have kids. We know that they lived in Malibu but it was a while ago so they probably won’t really remember who was in pre-school with their child. When you click on the coupon it takes you to an article about coupon scams.��


https://www.realtor.com/rentals/onlinefraudalert
https://www.bbb.org/article/news-releases/22318-bbb-scam-alert-fake-retail-coupons-hit-social-media


Spokeo Results

Spokeo.com - what info can 
we find here?
1. His age = 52
2. His middle name
3. Used to live in Malibu, CA and 

Chattahoochee, GA
4. Names of 5 family members, 

probably wife and children.

Presenter Notes
Presentation Notes
A search at Spokeo.com results in several “Tony Starks” but we can narrow it down to this one because the current residence is in Southfolk, VA.  Notice that he used to live in Malibu - but that was in his Ironman days, before kids 

Point out to the students that we are gathering as much info as possible to see where it leads.  Since the first listed family member is a female and has a hyphenated last name, that could be Tony’s wife.  


http://spokeo.com


Facebook Results
Do a Google search of the 
first family member name and 
find her Facebook - this is one of 
her postings that is public.
Info:
1. Now know wife’s name
2. They have a pool and live 

on the water.
3. Family is looking to move to 

a bigger house.
4. Recent Zillow listing of 

their home!

Presenter Notes
Presentation Notes
This is Tony’s wife and her Facebook has some public postings. This one includes a lot of information including a link to their recent Zillow listing!




Zillow Results

Zillow info:
1. Full Address
2. Price of home
3. Click through pictures

- all children names on wall
- there is a baby room

Presenter Notes
Presentation Notes
By going to the Zillow link we can get a bit more insight into their family details.




Twitter Results

Find Tony’s Twitter account
Info:
1. They have a new pet, a dog
2. It is a Chocolate Lab (breed)
3. Dog’s name is “Kona”

Presenter Notes
Presentation Notes
We haven’t done much searching for Tony’s OSINT so let’s look on Twitter.  If someone uses their real name then it’s fairly easy to find their account and all postings are public.   We are able to find Tony’s Twitter with a recent Tweet about his new dog.




Instagram Results

Find Tony’s Instagram account
Info:
1. He has a son (probably middle-

school)
2. He likes baseball
3. Favorite team is Yankees

Presenter Notes
Presentation Notes
Find Tony’s Instagram account info



Find Tony’s Blog
Info:
1. His birthdate
2. Picture was taken on the family 

vacation.

Blog Results

Presenter Notes
Presentation Notes
Find Tony’s Blog info



Exif Results
Use Exif tool on the photo
 Info:
GPS coordinates - put into 
Google Maps to find he 
vacationed in Bearwallow.

Presenter Notes
Presentation Notes
Every photo and file has info saved with it to identify things like who created the file, when it was created, what software was used, etc.  This is called “metadata” and with pictures, there is a LOT of info.  Using an “Exif” tool, this data can be recovered by anyone with access to the original file or photo.

We don’t cover Metadata in this course but since it was an item in the E-Mates challenge the students will get a small look at this additional type of data that can be gathered.
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